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 Introduction to VANETs

 Issues involved in VANETs

 Security as a key issue

 Problem statement



 What is blockchain?

 Distributed ledger

 How it works?

 Consensus



 R. Shrestha et al. – trustworthiness of 
messages and nodes

 B. Leiding et al. – Traffic regulation 
application via Ethereum programming 
language

 W. Liu et al. – BARS (reputation evaluation 
algorithm)

 P. K. Sharma et al. – SmartPay

 M. Singh et al. – Reward based system

 SmartShare – real-time ride sharing



 Participating network

 Integration with existing system

 Actors and their roles

 Rules associated

 Validation of data

 Data appended at stages

 Permission access



 Vehicles can communicate + internet

 Unique ID, private public keys

 Messages are time stamped and digitally 
signed

 GPS

 BCU – BlockChain Unit

 RSU – atleast 2/3 are not malicious in nature





 TrVID = (info, x, y, z, s1, s2, dir, r, ts, ds, 
hID)

 n = h (area / number of vehicles)

 TrVID = (info, x, y, z, s1, s2, dir, r, ts, ds, hID , 
(Y/N) SignVID, hID)



 Insurance companies

 Theft detection

 Prediction of false behaviour

 Clearing paths for ambulance or other 
emergency services

 Traffic violation and surveillance information

 Vehicle Tax and credit



 Security

 Scalability

 Accountability

 Transparency



 Sybil attack

 Restricted contact time

 Prediction of behaviour



 Design of BCU

 Analysis of information

 Division among regions

 Information dissemination
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